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1. Audit Framework Overview
A comprehensive audit framework enables tracking of all activities within Fabric, supporting compliance requirements, security monitoring, and operational excellence.
1.1 Audit Objectives
1. Security: Detect unauthorized access attempts
1. Compliance: Meet regulatory requirements (HIPAA, SOX)
1. Operational: Track changes and troubleshoot issues
1. Forensic: Support incident investigation
1. Governance: Monitor policy adherence
1.2 Audit Data Sources
	Source
	Content
	Retention

	Activity Log
	User and admin actions
	30 days (default)

	Azure AD Sign-ins
	Authentication events
	30 days

	Capacity Metrics
	Resource utilization
	30 days

	Query Logs
	DAX/SQL query execution
	Varies

	Custom Audit Table
	Application-level events
	Configurable





2. Activity Logging
2.1 Captured Activities
1. Item operations: Create, update, delete, view
1. Access events: Share, permission changes
1. Data operations: Export, download, print
1. Admin operations: Settings changes, capacity management
1. Authentication: Sign-in, MFA events
2.2 Activity Log Schema
Key Fields in Activity Log:

ActivityDateTime    - When the activity occurred
Operation           - Type of operation performed
UserId              - User who performed action
UserAgent           - Client application used
ItemName            - Name of affected item
ItemType            - Type of item (Report, Dataset, etc.)
WorkspaceName       - Workspace containing item
CapacityId          - Capacity where item resides
IsSuccess           - Whether operation succeeded
ClientIP            - IP address of client
2.3 Accessing Activity Logs
1. Admin Portal: Manual export (90-day history)
1. REST API: Programmatic access
1. PowerShell: Automated extraction
1. Azure Monitor: Real-time streaming


3. Compliance Monitoring
3.1 HIPAA Compliance Controls
	HIPAA Requirement
	Fabric Control
	Evidence

	Access Control
	Workspace roles, RLS, item permissions
	Activity logs

	Audit Controls
	Activity logging, Azure Monitor
	Audit reports

	Integrity
	Delta Lake ACID, version history
	Time travel

	Transmission Security
	TLS 1.2+ encryption
	Config settings

	Authentication
	Azure AD, MFA, Conditional Access
	Sign-in logs



3.2 Access Review Process
1. Quarterly: Review all workspace role assignments
1. Monthly: Review highly confidential data access
1. Weekly: Review privileged admin access
1. Real-time: Alert on suspicious activity
1. Document all review decisions and actions


4. Custom Audit Implementation
4.1 Audit Table Design
CREATE TABLE audit.data_access_log (
    log_id BIGINT IDENTITY(1,1),
    event_time DATETIME2 DEFAULT GETDATE(),
    user_email VARCHAR(100),
    user_ip VARCHAR(50),
    action_type VARCHAR(50),
    object_type VARCHAR(50),
    object_name VARCHAR(200),
    workspace_name VARCHAR(100),
    query_text NVARCHAR(MAX),
    rows_returned INT,
    execution_time_ms INT,
    is_success BIT,
    error_message NVARCHAR(500)
);
4.2 Logging Pattern
-- Log data access at start of query/notebook
INSERT INTO audit.data_access_log (
    user_email, action_type, object_type, object_name
) VALUES (
    CURRENT_USER(),
    'SELECT',
    'TABLE',
    'gold.fact_claims'
);


5. Monitoring & Alerting
5.1 Key Metrics to Monitor
1. Failed login attempts (threshold: >5 in 5 min)
1. Access to highly confidential data
1. Large data exports (>10K rows)
1. Permission changes on production items
1. After-hours access to sensitive data
1. Unusual query patterns
5.2 Alert Configuration
	Alert
	Trigger
	Action

	Failed Auth
	>5 failures/5min
	Email security team

	PHI Access
	Any access to PHI table
	Log and review

	Mass Export
	>10K rows exported
	Alert data owner

	Admin Change
	Any admin action
	Log for review





6. Retention & Archival
6.1 Retention Requirements
	Log Type
	Retention
	Regulation

	Access logs (PHI)
	6 years
	HIPAA

	Financial data access
	7 years
	SOX

	General activity
	1 year
	Policy

	Security events
	3 years
	Policy



6.2 Archival Strategy
1. Hot: Last 30 days in KQL Database
1. Warm: 30 days - 1 year in Lakehouse
1. Cold: 1+ years in archive storage
1. Ensure searchability for compliance queries


7. Compliance Reporting
7.1 Standard Reports
1. Access Summary: Who accessed what data
1. Permission Changes: Role and access modifications
1. Export Activity: Data leaving the platform
1. Admin Actions: Configuration changes
1. Anomaly Report: Unusual activity patterns
7.2 Audit Checklist
1. ☐ Activity logging enabled
1. ☐ Logs exported to long-term storage
1. ☐ Alerting configured for key events
1. ☐ Access review process documented
1. ☐ Retention policies implemented
1. ☐ Compliance reports scheduled
1. ☐ Incident response plan tested
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